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LSTM-based Fuzzy Test Case Generation Method for S7 Protocol
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[ Abstract] The fuzzy test technology for S7 protocol based on the traditional fuzzy test framework is limited by the
difficulty in construction and low code coverage, which has a great impact on the test efficiency and quality. Exploiting
the strong learning and prediction ability of the neural network model, a Long Short-Term Memory (LSTM) neural
network-based method of generating fuzzy test cases for S7 protocol is proposed. The feature value fields in the
S7 protocol are categorized into the mutable fields and the immutable fields. The mutable fields are blurred, and the
immutable fields are specified with fixed values.And then local fuzzy is used to perform fuzzy analysis on each field of
the S7 protocol frame to generate effective test cases.The learned model can extract the features of the Siemens S7 protocol
and automatically generate test cases conforming to the protocol structure.Local fuzzy is performed on different fields for
experiments, and the results show that the generated data has the features of real test cases.The method can provide a large
number of effective test cases with strong correlation with the feature fields, improving the code coverage.
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